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1.
INTRODUCTION

1.1
The Institute of Banking and Finance (“IBF”) is issuing this Request for Proposal (“RFP”) to identify suitable entity(ies) (hereinafter referred to as the “Service Provider”) to submit proposals for the design, development, and maintenance of i) a microsite and its content, ii) IBF’s Annual Report 2023/2024. and iii) a 50th Anniversary video to commemorate IBF’s 50th Anniversary.
2.
BACKGROUND
2.1 
The Institute of Banking and Finance Singapore (IBF) was established in 1974 as a not-for-profit industry association to foster and develop the professional competencies of the financial industry. IBF represents the interests of close to 200 member financial institutions including banks, insurance companies, securities brokerages and asset management firms. In partnership with the financial industry, government agencies, training providers and the trade unions, IBF is committed to equip practitioners with capabilities to support the growth of Singapore’s financial industry.
2.2
IBF is the national accreditation and certification agency for financial industry competency in Singapore under the Skills Framework for Financial Services, which were developed in partnership with the industry. Individuals who complete the IBF-accredited skills training programmes and meet the relevant criteria may apply for IBF Certification.
2.3
IBF also administers regulatory examinations on behalf of the Monetary Authority of Singapore, as well as industry examinations such as the Client Advisors Competency Standards and Financial Markets Regulatory and Practices Certificate Programme.
2.4
IBF is the appointed programme manager for the administration of career conversion programmes for the financial industry supported by Workforce Singapore. As programme manager, IBF will partner financial institutions to re-skill employees for expanded roles and opportunities in growth areas.
2.5
IBF is administering various schemes to support Financial Institutions in skills training and to develop finance specialists and leaders in the Singapore workforce. 

2.6
IBF also provides personalised career advisory to Singapore Citizens and Singapore Permanent Residents exploring a new role in, or career switch into the financial industry, under IBF Careers Connect. IBF has been appointed by the National Jobs Council as the Jobs Development Partner for the financial industry.
2.6
The Institute of Banking and Finance Singapore (IBF) is celebrating its 50th Anniversary in 2024. This project encompasses the design and development of a commemorative microsite, a digital Annual Report for 2023/2024, the production of content for the microsite and Annual Report, as well as the production of IBF’s 50th Anniversary video.
3.
OBJECTIVES

The objectives of the project are as follows:
3.1

Microsite
a)
Highlight IBF’s 50-year journey, history, key milestones, and contributions to, skills development, workforce transformation and talent pipeline building in Singapore’s financial services sector.
b)
Showcase areas of focus such as GenAI and Sustainable Finance in Jobs Transformation Map study. 

c)
Showcase IBF’s impact on individuals at different stages of their career journey, on both professional and personal levels.
d) 
Showcase key partners/sponsors and their jobs and skills transformation journey and partnership with IBF throughout the years.
d)
Boost awareness and engagement for events, announcements and initiatives that are related to IBF’s 50th Anniversary.
f)
Share IBF’s vision for the next 50 years.

3.2

Annual Report
a)

Inform IBF’s stakeholders of IBF’s achievements and financial activities in 2023/2024.

b)

Provide a historical overview of IBF’s journey as it celebrates its Golden Jubilee.

3.3.
  50th Anniversary Video
a)

An inspirational video that conveys the purpose, mission and history of IBF.
b)
It should clearly reflect how IBF has evolved through the years, and the critical role it plays in the financial industry today.
4.
REFERENCES
4.1

Microsite (design references)


Virgin Galactic: https://www.virgingalactic.com/


Corn Revolution: https://cornrevolution.resn.global/
4.2

Annual Report (past Annual Report)


IBF Annual Report 2022 / 2023 (web version): https://www.ibf.org.sg/application/AR2023/index.html

IBF Annual Report 2023 (PDF): https://www.ibf.org.sg/docs/default-source/annual-report/ibf-annual-report-2022-2023.pdf?sfvrsn=2fa00bfc_1
4.3
50th Anniversary Video

Treatment and styling to be aligned to those for Microsite and Annual Report

5.
SCOPE OF WORK
 
The scope of service required shall include: 
5.1

Microsite 

Design, Development and Maintenance
a)

Conceptualisation – Propose options for overall design and provide mock-ups.
b)

Mobile-First Approach - Ensure optimal functionality and aesthetics on mobile devices.
c)
Graphic Design and Interactive Elements – Include custom-designed banners, interactive timeline and infographics.
d)
3D Asset with Animation – Create and implement custom 3D asset with animation for an immersive experience.
e)
Social Media Integration – Include dynamic aggregation of social media content using branded hashtag #IBF50.

f) 
Message Wall – Include a congratulatory message wall that allows users to submit photos and short messages. Each post will be moderated by IBF before it is published.
g)
Performance and Load Optimisation - Efficient coding for quick load times, especially important for mobile users.
h)
Analytics Integration – Implement IBF’s GA4 tag in microsite to track user behavior and engagement.

i)
Security and Compliance – Vulnerability Assessment and Penetration Testing (VAPT)1 to be completed, with remediation actions as required; SSL certificate to be obtained before launch of microsite; ensure robust security protocols and compliance with data protection standards, as well as with the Personal Data Protection Act (PDPA) and General Data Protection Regulation (GDPR) for the microsite.
j)
Web Hosting and Content Management – The go-live date for microsite is 6 May 2024. Provide hosting and maintenance for the microsite on the web, as well as changes to the microsite’s content as required, between 6 May 2024 to 31 Dec 2024.
k)
Securing Domain Name – Purchase web domain name as approved by IBF.
l)
Post-Launch Support – Technical support such as content updates and addition into microsite and troubleshooting up until 31 Dec 2024. To also provide IBF with source code and all asset and content files.
1 Please refer to Annex C for VAPT requirements.
Content Production
m)

Video Production – Two videos, each under 3 minutes:

· One (1) interview-style video that pays tribute and highlights the reflections of past IBF CEOs. Service Provider to propose whether/how this video might tie in with the 50th Anniversary video to avoid overlaps and tell a cohesive and coherent story.
· One (1) video that shows appreciation and recognition to long-serving IBF employees.
· Scope includes storyboarding, scripting, filming, interviewing subjects, subtitling, and implementing motion graphics and two (2) rounds of edits. Specifications for the videos to be further discussed with the appointed Service Provider.
n)
Written Articles- Three (3) well-written articles:

· Three (3) interview-based articles financial sector veterans (IBF Fellows), mid-career professionals (IBF Certified, Jobseekers, TFIP trainees) and young talent. Each article is expected to contain around 2,500 words.
· Scope includes interviewing selected profiles, researching, writing and 2 rounds of edits.  Details of the articles to be further discussed with the appointed Service Provider.
o)
Banners – Two (2) custom-designed banners on the themes of GenAI and Sustainable Finance for Jobs Transformation Map study. These banner images will have text overlay and embedded links. 
p)
Photography and Image Editing – For articles, interactive timeline of IBF’s history, as required.
5.2
Annual Report
Design and Development
a)
Conceptualisation – Create and propose options for overall designs and provide mock-ups, integrating and adapting assets created for the microsite for consistent design concept.
c)
Development of HTML and PDF versions - Accessible as both a web page (HTML) and a downloadable PDF2.

d)
Responsive Design - Ensure the HTML version is fully responsive across all devices.

e)
Graphic Design – Custom icons and/or illustrations.

f)
Animated Elements – Numbers / graphics / infographics with animation for data / numbers that show IBF’s achievements.

g)
Infographic Design – Layout for Chairman’s message to include an infographic.
h)
Stock Images and Footages - include up to 10 stock images/icons and footages.
i)
Download Speed Optimisation - Optimisation for quick downloading of the PDF version.
j)
Source Code and Files – Provide IBF with source code and all assets and content files by 19 Apr 2024.
2 Please refer to IBF’s previous Annual Reports if estimated page count is required.

Content Production

k)
Written articles – Five (5) well-written articles based on interviews with financial sector professionals who have taken part in IBF’s talent schemes (e.g. TFIP, WMAP, CCP) and training programmes in emerging areas such as Sustainable Finance and AI. Scope includes interviewing selected profiles, researching, writing and two rounds of edits. Details of the articles to be further discussed with the appointed Service Provider.
l)
Photography and Image Editing – For articles and profile photos of management, as required.
5.3
50th Anniversary Video
a) 
Conceptualisation – Propose treatment and styling of video. To work with IBF on scripting and storyboard of the video. IBF will provide artefacts and background information for video.
b)
Interviews - Interview key leadership of IBF, including past and current Chairmen and CEOs. To feature relevant stories of IBF staff where relevant. To factor-in up to a total of 10 interviews. IBF will handle communication with interviewees. 

c)

Video Specifications - Duration of video to be between 3 to 5 minutes depending on content. Video and the interviews will also need to be repurposed into bite sized snippets for the Microsite.

e)

Video Usage - The first snippet/interview to be up on microsite by 3 May 2024. Other snippets to be progressively and regularly uploaded onto microsite through the following months. The full 50th Anniversary video in its entirety to be completed by 26 Sep 2024.

e) 
   Deliverables 
i. 1 x (3- 5min) 50th Anniversary Video (to be completed by 26 Sep 2024)

ii. Up to 10 bite-sized snippets of 50th Anniversary video for microsite (progressive releases from May to Sep)

iii. First bite-sized snippet by 3 May 2024
iv. Service Provider to provide IBF with copies of all raw footages, interviews, B-rolls (at end of project)

v. To include as optional items voice talent, original music composition, and voice-over recordings (at end of project)
6.
PROJECT DELIVERABLES & SCHEDULE

6.1
The Service Provider shall complete the project deliverables based on the expected timeline unless otherwise instructed by IBF. The microsite, Annual Report and IBF 50th Anniversary Video shall be developed concurrently. 

6.3
If more time is required for any milestone(s) highlighted below, Service Provider may counter-propose an alternate project timeline in Annex B.
	Deliverables for Microsite 
	Expected Timeline

	Planning and design
1. Provide IBF with more than one (1) design options with wireframes.
2. Produce mock-up based on IBF’s selection and feedback.
	11 - 22 Mar 2024

(2 weeks)

	Development

1. Once mock-up is approved, to develop microsite using a mobile-first design approach.


2. Create graphic designs, interactive timeline and infographics, 3D asset(s) with animation.

3. Include dynamic aggregation of social media content using branded hashtag #IBF50
4. Content production including:

a. Videos

b. Written articles

c. Custom-designed banners
d. Photography and Image Editing

5. Microsite should include the following sections:

a. Title / intro with 3D asset and animation

b. Interactive timeline of IBF’s history

c. IBF CEOs and IBF employee videos

d. Interactive infographics featuring IBF’s partners

e. Profile articles

f. Banners for GenAI and Sustainable Finance Jobs Transformation Map study
g. Events and Announcements

h. Message Wall

i. Social Media Integration
6. Implement performance and load optimisation and analytics integration.
7. Obtain SSL certificate and submit VAPT report to IBF. Service Provider to provide remediation as required before microsite launch.

8. Purchase web domain name as approved by IBF.
9. Test and debug as required.

10. Presentation to IBF.

11. Final revisions.
	25 Mar – 3 May 2024

(6 weeks)

	Microsite launch

Deploy microsite in live production environment upon IBF’s approval.

	6 May 2024

	Post-launch support
1. Provide hosting and maintenance, period from 6 May 2024 to 31 Dec 2024.
2. Update content within two (2) working days from date of request by IBF.

3. Provide IBF with source code and all asset and content files.

(Service Provider to delete all asset and content files upon IBF’s request, after 31 Dec 2024)
	6 May – 31 Dec 2024


	Deliverables for Annual Report 
	Expected Timeline

	Planning and design
1. Provide IBF with more than one (1) design options and wireframes.

2. Provide mock-ups based on IBF’s selection and feedback.
	11 - 22 Mar 2024

(2 weeks)

	Development

1. Build Annual Report in HTML and PDF versions, to include sections for the following content:

2. Title Banner

3. Chairman’s Message, including infographics
4. Milestones

5. Highlights and profile features, with animated numbers / graphics / infographics
6. Key achievements in the past 12 months
7. About IBF

a. IBF Council

b. IBF Standards Committee

c. IBF Audit Committee

d. IBF Management Team

e. IBF Industry Workgroups

f. IBF Examination Boards

g. IBF Corporate Member Listing

h. IBF Corporate Information

8. Downloads

a. Financial Statements

b. Proxy Form

c. PDF version of Annual Report

(To include up to 10 stock images/icons and videos)
9. Content production including:

a. Written articles

b. Photography and Image Editing

10. Test and debug and required.
11. Final revisions.
	25 Mar – 18 Apr 2024

(4 weeks)

	Provide source code and asset files

Provide IBF with source code and all asset and content files. To also provide support and debug if upload by IBF encounters and issues.
(Service Provider to delete all asset and content files upon IBF’s request, after HTML and PDF versions are completed and deployed)


	By 19 Apr 2024


6.4
The IBF 50th Anniversary Video to be completed by 26 Sep 2024. First bite-sized snippet video to be completed by 3 May 2024.
	Deliverables for 50th Anniversary Video
	Timeline

	Conceptualisation and Scripting

	1. Share video concepts and treatment with IBF for selection

2. Scripting with IBF Team

3. Shortlisting of Interviewees
	11 - 22 Mar 2024

(2 weeks)

	Production and Launch of 1st Interview Video

	1. Filming

2. Post-production, editing and animation

3. Upload final video to microsite
	By 3 May 2024

	Production and launch of other Snippet Videos (up to 10 including row item above)

	1. Filming

2. Post-production, editing and animation

3. Upload videos to microsite
	Progressively through Jun to Sep

	Production and launch of 50th Anniversary Video

	1. Filming

2. Post-production, editing and animation

3. Upload to microsite

4. Launch at IBF Gala Dinner
	By 26 Sep 2024

	Post-launch

	1. Provide IBF with all raw footages, interview recordings, original music composition and voice over recordings.

2. Service Provider to delete all materials except for final version of 50th Anniversary video which should include the IBF Logo.
	By 29 Nov 2024


7.
EVALUATION CRITERA
7.1
The following are the criteria used for the evaluation of all proposals received by IBF for this RFP and its weightage (%):
7.2

Relevant experience and expertise of Service Provider (30%)
a) Track record of Service Provider in delivery of similar microsites, Annual Reports and Anniversary videos.
b) Expertise and experience of the proposed project team.

7.3

Quality and Comprehensiveness of proposal (30%)
Quality and comprehensiveness of proposal to meet objectives, to cover the full scope of the project and deliver on final outcomes in compliance to paras 3, 5 and 6 above.
7.4

Price (20%)
Price proposed that meets all requirements as specified in this tender.
7.5

Ability to meet timeline (20%)
Ability to meet project timeline for the microsite, Annual Report and IBF 50th Anniversary video.

7.6
As part of the evaluation process, shortlisted Service Providers may be required to make a presentation of the proposal to IBF.
7.7
In the event that IBF seeks clarification upon any aspect of the proposal, the Service Provider shall provide full and comprehensive responses within three (3) days of notification.

8.
SUBMISSION DETAILS
8.1
All Service Providers are required to complete the attached form “Proposal - IBF MARV” found in Annex A, with the completion of the Functional Specifications detailed in Part II: Details of Proposed Project.
8.2
Service Providers who wish to propose a different project timeline may complete and submit “Annex B – Alternate Project Timeline”.
8.2
One (1) soft copy (PDF format) of the proposal shall reach IBF no later than 27 February 2024, 5 PM, Singapore time.  All proposals must be clearly marked as “Proposal – IBF MARV”, and addressed to:

The Institute of Banking & Finance

10 Shenton Way

#13-07/08 MAS Building

Singapore 079117

Email: procurement@ibf.org.sg
8.3 
The IBF reserves the right not to accept late submissions.

8.4 
The IBF reserves the right to cancel, or modify in any form, this RFP for any reason, without any liability to IBF.

8.5
All proposals submitted will remain confidential.

9.
PAYMENT
9.1
The payment schedule will be based on the following milestones:

· 20% upon contract signing.

· 30% upon completion and delivery of Annual Report.
· 30% upon and delivery of Anniversary Video.
· 20% after conclusion of project.
9.2
IBF may consider other payment schedule/terms proposed by the Service Provider and it shall reserve the right not to accept these schedule/terms.
10.
CONFIDENTIALITY
10.1 
The Service Provider shall ensure the absolute confidentiality of the data and information provided by IBF (or any other organization identified by IBF) for this project and shall not, under any circumstances, release or communicate through any means, in whole or in part, any information to any third parties. All correspondence and communication with all external parties, pertaining to matters relating to this Project, shall be made only through IBF.  

11.
INDEMNITY AGAINST A THIRD PARTY
11.1
The Service Provider shall indemnify and hold harmless IBF and its partners and employees from and against any foreseeable loss, expense, damage or liabilities (or actions that may be asserted by any third party) that may result from any third party, claims arising out of or in connection with the project and will reimburse IBF for all costs and expenses (including legal fees) reasonably incurred by IBF in connection with any such action or claim.  
12.
NOTIFICATION OF UNSUCCESSFUL BID
12.1
Notification will not be sent to unsuccessful Service Providers by IBF.

13.
ENQUIRIES
13.1
All enquiries pertaining to this RFP may be directed to procurement@ibf.org.sg
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ANNEX A - PROPOSAL
Project Name:
RFP.CE.2024.0004
Development of IBF 50th Anniversary Microsite, Annual Report and Anniversary Video
(‘’IBF MARV 2024’’)

Name of Corporate Entity:
_____________________________


USEFUL NOTES

(A) 
Submission of Proposal
To assist us in reviewing your proposal in the shortest time possible, please provide the requested information completely and accurately.  If the space provided is insufficient, a separate sheet may be used.  Where information is not yet available or not applicable, please indicate accordingly. 

You are advised to contact us should you have any difficulties in completing the form or if you need any further information.

One (1) soft copy (PDF format) of the proposal shall be emailed to procurement@ibf.org.sg no later than 27 February 2024, 5 PM, Singapore time.  All proposals must be clearly marked as “Proposal – IBF MARV 2024 (RFP.CE.2024.0004)”

(B) 
Structure of the Proposal
The complete proposal consists:
Annex A:



Part I – 
Company Data and Project Team Details


Part II – Details of Proposed Project



Part III – Project Costs & Fees


Part IV – Service Provider Checklist

Par V - References / Other Considerations


Part VI – Non-disclosure and Undertaking (Third Parties)
Annex B (if applicable)
(C) 
IBF reserves the right to conduct interviews and on-site visits during the review of the proposal.

 (D) 
The Company in submitting this proposal undertakes not to divulge or communicate to any person or party any confidential information, including but not limited to any documents that may be forwarded from IBF to you subsequently, without having first obtained the written consent of IBF.

PART I – COMPANY DATA AND PROJECT TEAM DETAILS
1. GENERAL 

(a) Company Name: ___________________________________

(b) Mailing Address: _____________________________________________

2. OWNERSHIP: Information on Paid-Up Share Capital & Shareholders

3. CLIENTELE LIST

Please provide a list of your company’s key clients.
4. SIGNIFICANT ACHIEVEMENTS, AWARDS & CERTIFICATIONS (where applicable)
Please indicate significant achievements, awards and certifications received by company or staff.
5. PROJECT TEAM DETAILS
Please provide a list of the project team members with details of their expertise and experience which are relevant to this project.
6.  SUPPORTING DOCUMENTS REQUIRED

· A copy of the latest updated ACRA search.
·  Full set of the latest audited financial / management report for the last 1 year.
· Any other relevant reports or information available.
PART II – DETAILS OF PROPOSED PROJECT

Functional Specifications (columns B or C must be filled for each item)
	S/N No.
	Specifications
	(A)

Ability to Deliver

(Yes / No)
	(B)

If yes, please provide brief description and state any other relevant details
	(C)
If no, please state reasons and proposed variations or alternatives

	1.
	Microsite

	1.1
	Planning and design
Provide IBF with more than one (1) design options with wireframes.
Produce mock-up based on IBF’s selection and feedback.
	
	
	

	1.2
	Microsite development and content production
1. Once mock-up is approved, to develop microsite using a mobile-first design approach.


2. Create graphic designs, interactive timeline and infographics, 3D asset(s) with animation.

3. Include dynamic aggregation of social media content using branded hashtag #IBF50
4. Content production including:

a. Videos

b. Written articles

c. Custom-designed banners
d. Photography and Image Editing

5. Microsite should include the following sections:

a. Title / intro with 3D asset and animation

b. Interactive timeline of IBF’s history

c. IBF CEO and Employee videos

d. Interactive infographics featuring IBF’s partners

e. Profile articles

f. Banners for GenAI and Sustainable Finance

g. Events and Announcements

h. Message Wall

i. Social Media Integration

6. Implement performance and load optimisation and analytics integration.

7. Obtain SSL certificate and submit VAPT report to IBF. Service provider to provide remediation as required before microsite launch.

8. Purchase web domain name as approved by IBF.
9. Test and debug as required.
10. Presentation to IBF.

11. Final revisions.

	
	
	

	1.3
	Microsite launch

Deploy microsite in live production upon IBF’s approval.
	
	
	

	1.4
	Post-launch support
1. Provide hosting and maintenance period from 6 May 2024 to 31 Dec 2024.

2. Update content within two (2) working days from date of request by IBF.
3. Provide IBF with source code and all asset and content files.
(Service Provider to delete all asset and content files upon IBF’s request, after 31 Dec 2024)

	
	
	

	2.
	Annual Report

	2.1
	Planning and Design
1. Provide IBF with more than one (1) design options and wireframes.
2. Provide mock-ups based on IBF’s selection and feedback.
	
	
	

	2.2
	Development
1. Build Annual Report in HTML and PDF versions, to include sections for the following content:
- Title Banner

- Chairman’s Message, including infographics
- Milestones

- Highlights and profile features, with animated numbers / graphics / infographics
- Key achievements in the past 12 months
- About IBF:

· IBF Council

· IBF Standards Committee

· IBF Audit Committee

· IBF Management Team

· IBF Industry Workgroups

· IBF Examination Boards

· IBF Corporate Member Listing

· IBF Corporate Information

- Downloads

·   Financial Statements

·   Proxy Form

·   PDF version of Annual Report
(To include up to 10 stock images/icons and videos)
2. Content production including:

a. Written articles

b. Photography and Image Editing

3. Test and debug as required.
4. Final revisions.
	
	
	

	2.4
	Provide source code and asset files
Provide IBF with source code and all assets and content files by 19 Apr 2024. To also provide support and debug if upload by IBF encounters and issues. (Service Provider to delete all asset and content file upon IBF’s request, after HTML and PDF versions are completed and deployed.)
	
	
	

	3.
	50th Anniversary Video

	3.1
	Conceptualisation
Propose treatment and styling of video. To work with IBF on scripting and storyboard of the video. IBF will provide artefacts and background information for video.
	
	
	

	3.2
	Interviews
Interview key leadership of IBF, including past and current Chairmen and CEOs. To feature relevant stories of IBF staff where relevant. To factor-in up to a total of 10 interviews. IBF will handle communication with interviewees. 
	
	
	

	3.3
	Video Specifications

Duration of video to be between 3 to 5 minutes depending on content. Video and the interviews will also need to be repurposed into bite sized snippets for the Microsite.
	
	
	

	3.4
	Video Usage
The first snippet/interview to be up on microsite by 3 May 2024. Other snippets to be progressively and regularly uploaded onto microsite through the following months. The full 50th Anniversary video in its entirety to be completed by 26 Sep 2024.
	
	
	

	3.5
	   Deliverables
i. 1 x (3- 5min) 50th Anniversary Video (to be completed by 26 Sep 2024)

ii. Up to 10 bite-sized snippets of 50th Anniversary video for microsite (progressive releases from May to Sep)

iii. First bite-sized snippet by 3 May 2024

iv. Service Provider to provide IBF with copies of all raw footages, interviews, B-rolls (at end of project)

v. To include as optional items: voice talent, original music composition, and voice-over recordings.
	
	
	


PART III – PROJECT COSTS & FEE
Please provide information on the detailed applicable fees and any other applicable costs and payment schedule expected for the completion of this project. 
Project Fee Quotation Template
	Functional Specifications 
	Fee Quote in S$

	Microsite – Design, Development and Maintenance
1. Conceptualisation

2. Mobile-First Approach
3. Graphic Design and Interactive Elements 
4. Social Media Integration

5. Performance and Load Optimisation
6. Analytics Integration
7. Security and Compliance, including VAPT report and SSL certificate, as well as remediation as required before microsite launch
8. Web Hosting and Content Management
9. Post-Launch Support

	

	10. 3D Asset with Animation
	

	11. Message Wall
	

	12. Purchase web domain name as approved by IBF
	

	13. Others (please specify, if any)
	

	Microsite – Content Production

	14. Videos – Two (2) sets
	

	15. Written articles – Three (3) sets
	

	16. Custom-designed Banners – Two (2) sets
	

	17. Photography and image editing
	

	18. Others (please specify if any)
	

	Annual Report – Design and Development

19. Conceptualisation

20. Development of HTML and PDF versions
21. Responsive Design

22. Graphic Design

23. Animated Elements

24. Infographic Design
25. Stock Images and Footages

26. Download Speed Optimisation

27. Source Code and Files
	

	28. Others (please specify, if any)
	

	Annual Report – Content Production

	29. Written articles – Five (5) sets
	

	30. Photography and image editing
	

	31. Others (please specify if any)
	

	50th Anniversary Video

	32. Conceptualisation of Video

33. Scripting and Planning with IBF

34. Filming

35. Editing/Animation

36. Post-production

37. Hand-over of materials
	

	38. Voice Talent (Optional Item)
	

	39. Original Music (Optional Item)
	

	40. Voice-Over Recordings (Optional Item)
	

	41. Others (please specify if any)
	

	Total Cost
	


PART IV – SERVICE PROVIDER CHECKLIST
IBF IT Service Provider Checklist

	Name of Service Provider
	 

	Date Completed
	 

	 
	 

	Name of Respondent
	 

	Designation / Title
	 

	Contact Number
	 

	Email Address
	 

	Signature
	 

	Company Stamp
	 

	

	For The Institute of Banking and Finance (“IBF”) use only:

	Name of Reviewer
	 

	Designation / Title
	 

	Contact Number
	 

	Email Address
	 


Instructions

1. This security checklist should be completed by senior officers who have direct knowledge of the information systems and operations. The information provided in this checklist should be reviewed by their superiors.

2. For each guideline description, place an “X” in the appropriate column to indicate whether the financial institution is fully compliant, partially compliant, or not compliant. Otherwise, place an “X” in the NA column.

3. If full compliance has not been achieved, explain in the Comments column why, and how and when remedial action would be made.

4. Evidence of Vulnerability Assessment and Penetration Testing, Configuration assessment for cloud system and Incident management plan to be attached together with this submission.
5. System and Organization Controls Report (preferably SOC 2) and Outsourced Service Provider Audit Report (OSPAR) will have to be attached together with this submission.
	    S/N
	Risk Category
	Full Compliance
	Partial Compliance
	Non- compliance
	N.A.
	Comments

	1
	Usage Risk

	1.1
	TLS 1.2 or latest version is implemented to provide communication security.

(Adopted from MAS TRM E.2.5)
	
	
	
	
	

	1.2
	Application and database are physically hosted in Singapore.
	
	
	
	
	

	1.3
	The service provider has established a disaster recovery contingency framework which defines its roles and responsibilities for documenting, maintaining and testing its contingency plans and recovery procedures.  

(Adopted from MAS TRM 5.1.7)
	
	
	
	
	

	1.4
	A data backup strategy is developed for the storage of critical information on a regular basis.

(Adopted from MAS TRM 8.4.1)
	
	
	
	
	

	1.5
	Periodic testing and validation of the recovery capability of backup media is carried out.

(Adopted from MAS TRM 8.4.3)
	
	
	
	
	

	1.6
	Service provider provide logging is available to IBF via download or through a web application for:

	
	· User to role/privilege mapping
	
	
	
	
	

	
	· User activity
	
	
	
	
	

	
	· Administrative activity
	
	
	
	
	

	1.7
	Service Provider has achieved compliance certifications. (please indicate certification, e.g. PCI Compliance, STAR, SAS70/SSAE16‐3)
	
	
	
	
	

	1.8
	Service Provider has completed the Cloud Security Alliance (CSA) self-assessment or Consensus Assessments Initiative Questionnaire (CAIQ).
	
	
	
	
	

	1.9
	Service Provider conforms to a specific industry standard security framework, e.g. NIST Cyber Security Framework or ISO 27001.
	
	
	
	
	

	1.10
	Service Provider has a dedicated Information Security office or staff.
	
	
	
	
	

	1.11
	Service Provider has not suffered any significant breaches in the last 5 years.
	
	
	
	
	

	1.12
	All components of the disaster recovery plan are reviewed at least annually and updated as needed.
	
	
	
	
	

	1.13
	Service Provider has a formal incident response plan.
	
	
	
	
	

	2
	Application Risk

	2.1
	Mobile and Desktop application do not store data on devices.

(e.g. PII, confidential data)
	
	
	
	
	

	2.2
	Service Provider complies with GDPR and PDPA.
	
	
	
	
	

	2.3
	Annual Vulnerability Assessment and Penetration Test (VAPT) is performed.
	
	
	
	
	

	2.4
	Penetration testing is conducted prior to the commissioning of a new modules/enhancements which offers internet accessibility and open network interfaces.

(Adopted from MAS TRM 6.2.4)
	
	
	
	
	

	2.5
	Application supports role-based access control (RBAC) for end-users.
	
	
	
	
	

	2.6
	Application and infrastructure support role-based access control (RBAC) for system administrators.
	
	
	
	
	

	2.7
	Application and infrastructure support password/passphrase aging.
	
	
	
	
	

	2.8
	Audit logs minimally include the following: login, logout, actions performed, and source IP address.
	
	
	
	
	

	2.9
	Service Provider has existing policies and/or procedures guiding how security risks are mitigated until patches can be applied.
	
	
	
	
	

	2.10
	Vulnerabilities discovered in the systems or applications are remediated prior to release.
	
	
	
	
	

	3
	Data Security Risk

	3.1
	Data resides physically in Singapore.
	
	
	
	
	

	3.2
	Service Provider to promptly remove or destroy data stored at the service provider’s systems and backups in the event of contract termination and provide a certification.

(Adopted from MAS TRM 5.2.4)
	
	
	
	
	

	3.3
	The data loss prevention strategy and encryption takes into consideration the following:

(Adopted from MAS TRM 9.1.2)

	
	a) Data at endpoint - Data which resides in notebooks, personal computers, portable storage devices and mobile devices;
	
	
	
	
	

	
	b. Data in motion - Data that traverses a network or that is transported between sites; and
	
	
	
	
	

	
	c. Data at rest - Data in computer storage which includes files stored on servers, databases, back-up media and storage platforms.
	
	
	
	
	

	3.4
	Service Provider do not have access to IBF’s data (unless specifically authorised by IBF Management on a case-by-case basis).
	
	
	
	
	

	3.5
	The Service Provider is able to isolate and clearly identify IBF's data and other information system assets for protection.

(Adopted from MAS TRM 5.2.3)
	
	
	
	
	

	3.6
	Measures are implemented to protect sensitive or confidential information such as personal, account and transaction data which are stored and processed in systems. 

(Adopted from MAS TRM 9.0.2)
	
	
	
	
	

	3.7
	IBF is properly authenticated before access to online transaction functions and sensitive personal or account information is permitted.

(Adopted from MAS TRM 9.0.2)
	
	
	
	
	

	3.8
	Only encryption algorithms which are of well-established international standards are adopted. 

(Adopted from MAS TRM 12.1.3)
	
	
	
	
	

	3.9
	Monitoring or surveillance systems are implemented so that the organisation can be alerted of any abnormal system activities, transmission errors or unusual online transactions. 

(Adopted from MAS TRM 12.1.5)
	
	
	
	
	

	3.10
	Service Provider has a data privacy policy.
	
	
	
	
	

	3.11
	Sensitive data is encrypted in transit (e.g. system to client).
	
	
	
	
	

	3.12
	Sensitive data is encrypted in storage (i.e. at rest).
	
	
	
	
	

	3.13
	The database supports encryption of specified data elements in storage.
	
	
	
	
	

	3.14
	Service Provider has an existing documented media handling process covering, but not limited to, end-of-life, repurposing, and data sanitisation procedures.
	
	
	
	
	

	3.15
	Service Provider owns the physical hosting location (e.g. data centre) where IBF’s data will reside.
	
	
	
	
	

	3.16
	Service Provider has obtained Systems and Organisation Controls (SOC) 2 Type II certification for the hosting location.
	
	
	
	
	

	3.17
	Service Provider has implemented a physical barrier in the hosting location to fully enclose the physical space preventing unauthorised physical contact with any of the devices inside.
	
	
	
	
	

	3.18
	Service Provider has physical security controls and policies in place to protect the hosting location.
	
	
	
	
	

	3.19
	Employees of Service Provider are not allowed or able to take home any assets in any form (including any hardware, software or data) belonging to IBF.
	
	
	
	
	

	4
	IT Service Management
	
	
	
	 
	 

	4.1
	Service Provider provides Service Level Agreement (SLA).
	
	
	
	
	

	4.2
	Service Provider to support and assist in audit activity by providing necessary documents upon request. 

(Adopted from MAS TRM 5.1.3)
	
	
	
	
	

	4.3
	The Service Provider is required to employ a high standard of care and diligence in its security policies, procedures and controls to protect the confidentiality and security of IBF's sensitive or confidential information, such as personal data, computer files, records, object programs and source codes.

(adopted from MAS TRM 5.1.4)
	
	
	
	
	

	4.4
	IBF is kept informed of any major incident.

(Adopted from MAS TRM 7.3.9)
	
	
	
	
	

	4.5
	IBF is kept informed of any enhancement to the system.
	
	
	
	
	

	4.6
	A root-cause and impact analysis is performed for major incidents which result in severe disruption of IT services.

(Adopted from MAS TRM 7.3.10)
	
	
	
	
	

	4.7
	Employees of Service Provider are subjected to close supervision, monitoring and access restrictions.

(Adopted from MAS TRM 11.1.2)
	
	
	
	
	

	4.8
	Service Provider’s access privileges to support/maintain the system are regularly reviewed to verify that privileges are granted appropriately and according to the ‘least privilege’ principle.

(Adopted from MAS TRM 11.1.4)
	
	
	
	
	

	4.9
	Service Provider has a documented and currently followed change management process (CMP).
	
	
	
	
	

	4.10
	Service Provider has monitoring in place for Next-Generation Persistent Threats (NGPT).
	
	
	
	
	

	4.11
	Service Provider monitors for intrusions on a 24x7x365 basis.
	
	
	
	
	

	4.12
	A separate management network is used for the administration of the system or service.
	
	
	
	
	


PART V – REFERENCES / OTHER CONSIDERATIONS

Please indicate reference or highlight any other useful factors you would like us to consider in reviewing your quotation.

PART VI – NON-DISCLOSURE AND UNDERTAKING (THIRD PARTIES)
	IMPORTANT NOTES

1. The Institute of Banking and Finance (“the Organisation”) is legally required to comply with the provisions of the Personal Data Protection Act (No. 26 of 2012) (“the Act”). Failure to comply with the Act may result in penalties being issued against the Organisation.
2. To ensure compliance with the Organisation’s internal policies in relation to the Act, all third party contractors and/or service providers are required to sign this Undertaking.
3. This Undertaking shall be signed before the commencement of work and/or services for the Organisation. 



A.
CONTRACTOR / SERVICE PROVIDER’S DETAILS

		Name of Contractor / Service Provider’s Company (“Service Provider”):

	
		Company UEN No:

	
		Contact Number:

	
		Address:

	
		Email Address:

	
		Nature of Work / Service provided to Organisation (“Purpose”):

	

	
	


B.
UNDERTAKING

1. Access to Personal Data, non-public and sensitive information (“Confidential Information”) may be required in the performance of the Service Provider’s Purpose.  “Personal Data” shall have the meaning given to it in the Act, and refers to information about an identified or identifiable individual, where the individual refers to a natural person, whether living or deceased. It covers all forms of personal data, whether in electronic or non-electronic form.

2. Should the Service Provider have access to such Confidential Information, the Service Provider undertakes that it shall not under any circumstances, release or disclose such Confidential Information to any third party or third party organisation.  The Service Provider shall protect such Confidential Information and will employ all reasonable efforts to maintain the confidentiality of such Confidential Information.  

3. The Service Provider shall implement such security measures as are reasonably necessary to protect the Confidential Information against unauthorised access, collection, use, disclosure, copying, modification, disposal or any other form of processing (as defined under the Act).
4. The Service Provider shall not retain any Confidential Information (or any records containing Confidential Information) for any period of time longer than is necessary to serve the purposes of this Agreement.

5. The Service Provider shall, upon the request of the Organisation
a. return to the Organisation all Confidential Information; or

b. delete all Confidential Information in its possession,

and, after returning or deleting all Confidential Information, provide the Organisation with written confirmation that it no longer possess any Confidential Information. Where applicable, the Service Provider shall also instruct all third parties to whom it has disclosed Confidential Information for the purposes of this Agreement to return to the Service Provider or delete, such Confidential Information.
6. The Service Provider shall immediately notify the Organisation of any suspected or confirmed unauthorized access, collection, use, disclosure, copying, modification, disposal or any other form of processing (as defined under the Act) and/or misuse of Confidential Information. Without prejudice to any other rights and remedies that the Organisation may have, the Service Provider shall at its own expense render all necessary assistance to the Organisation to investigate, remedy and/or otherwise respond to such unauthorised access, collection, use, disclosure, copying, modification, disposal or any other form of processing (as defined under the Act).

7. The Service Provider shall immediately inform the Organisation if any Confidential Information is lost or destroyed or becomes damaged, corrupted or unusable. Without prejudice to any other rights and remedies that the Organisation may have, the Service Provider shall restore such Confidential Information at its own expense.
8. Before the Service Provider discloses Personal Data of any third party individuals to the Organisation, the Service Provider undertakes to obtain all necessary consents required under the Act for the Organisation to collect, use and/or disclose such personal data.
9. The Service Provider undertakes to comply with any and all obligations that apply to it under the Act and all subsidiary regulations that may be enacted from time to time under the Act. 
C.
CONSEQUENCES OF BREACH OF UNDERTAKING

The Service Provider acknowledges that:

1. In the event of any breach or neglect of its obligations under this Undertaking, the Organisation may exercise its right to refuse the Service Provider access to the Organisation’s premises and facilities.

2. If the Service Provider should breach any provisions of this Undertaking, the Organisation may suffer immediate and irrevocable harm for which damages may not be an adequate remedy. Hence, in addition to any other remedy that may be available in law, the Organisation is entitled to injunctive relief to prevent a breach of this Undertaking.

3. Without prejudice to any other clause(s) in this Undertaking, the Service Provider shall bear all liability and shall fully indemnify the Organisation against any and all actions, claims, proceedings (including proceedings before the Personal Data Protection Commission (“PDPC”)), costs (including costs of complying with any remedial directions and/or financial penalties that may be imposed by the PDPC on the Organisation), damages, legal costs and/or other expenses incurred by the Organisation or for which the Organisation may become liable due to any failure by the Service Provider or its employees or agents to comply with any of its obligations under this Undertaking. 
4. Even after the Service Provider ceases its Purpose at the Organisation, it agrees that the obligations herein shall continue.

	Name of Service Provider:
	_________________________________

	Service Provider’s Company Stamp:
	_________________________________

	Name of Representative of Service Provider:
	_________________________________

	Signature of Representative of Service Provider:
	_________________________________

	Date:
	_________________________________


ANNEX B – ALTERNATE PROJECT TIMELINE
Service Provider to propose, if required.
	Deliverables for Microsite 
	Expected Timeline
	Alternate Timeline 

	Planning and design

1. Provide IBF with more than one (1) design options with wireframes.
2. Produce mock-up based on IBF’s selection and feedback.
	11 - 22 Mar 2024

(2 weeks)
	

	Development

1. Once mock-up is approved, to develop microsite using a mobile-first design approach.


2. Create graphic designs, interactive timeline and infographics, 3D asset(s) with animation.

3. Include dynamic aggregation of social media content using branded hashtag #IBF50
4. Content production including:

a. Videos

b. Written articles

c. Custom-designed banners
d. Photography and Image Editing

5. Microsite should include the following sections:

a. Title / intro with 3D asset and animation

b. Interactive timeline of IBF’s history

c. IBF CEOs and IBF employee videos

d. Interactive infographics featuring IBF’s partners

e. Profile articles

f. Banners for GenAI and Sustainable Finance Jobs Transformation Map study
g. Events and Announcements

h. Message Wall

i. Social Media Integration
6. Implement performance and load optimisation and analytics integration.

7. Obtain SSL certificate and submit VAPT report to IBF. Service Provider to provide remediation as required before microsite launch.

8. Purchase web domain name as approved by IBF.
9. Test and debug as required.

10. Presentation to IBF.

11. Final revisions.
	25 Mar – 3 May 2024

(6 weeks)
	

	Microsite launch

Deploy microsite in live production environment upon IBF’s approval.
	6 May 2024

	

	Post-launch support

1. Provide hosting and maintenance, period from 6 May 2024 to 31 Dec 2024.

2. Update content within two (2) working days from date of request by IBF.

3. Provide IBF with source code and all asset and content files. To also provide support and debug if upload by IBF encounters and issues.
(Service Provider to delete all asset and content files upon IBF’s request, after 31 Dec 2024)
	Till 31 Dec 2024
	


	Deliverables for Annual Report 
	Expected Timeline
	Alternate Timeline (Service Provider to propose, if required)

	Planning and design

1. Provide IBF with more than one (1) design options and wireframes.

2. Provide mock-ups based on IBF’s selection and feedback.
	11 - 22 Mar 2024

(2 weeks)
	

	Development

1. Build Annual Report in HTML and PDF versions, to include sections for the following content:

· Title Banner

· Chairman’s Message, including infographics
· Milestones

· Highlights and profile features, with animated numbers / graphics / infographics
· Key achievements in the past 12 months

· About IBF

· IBF Council

· IBF Standards Committee

· IBF Audit Committee

· IBF Management Team

· IBF Industry Workgroups

· IBF Examination Boards

· IBF Corporate Member Listing

· IBF Corporate Information

· Downloads

· Financial Statements

· Proxy Form

· PDF version of Annual Report

(To include up to 10 stock images/icons and videos)
2. Content production including:

c. Written articles

d. Photography and Image Editing

3. Test and debug and required.
4. Final revisions.
	25 Mar – 18 Apr 2024
(4 weeks)
	

	Provide source code and asset files

Provide IBF with source code and all asset and content files. Service Provider to also provide 
(Service Provider to delete all asset and content files upon IBF’s request, after HTML and PDF versions are completed and deployed)
	By 19 Apr 2024
	


	Deliverables for 50th Anniversary Video
	Timeline
	Alternate Timeline (Service Provider to propose, if required)

	Conceptualisation and Scripting
	

	1. Share video concepts and treatment with IBF for selection

2. Scripting with IBF Team

3. Shortlisting of Interviewees
	11 - 22 Mar 2024 (2 weeks)
	

	Production and Launch of 1st Interview Video
	

	1. Filming

2. Post-production, editing and animation

3. Upload final video to microsite
	By 3 May 2024
	

	Production and launch of other Snippet Videos (up to 10 including row item above)
	

	1. Filming

2. Post-production, editing and animation

3. Upload videos to microsite
	Progressively through Jun to Sep
	

	Production and launch of 50th Anniversary Video
	

	1. Filming

2. Post-production, editing and animation

3. Upload to microsite

4. Launch at IBF Gala Dinner
	By 26 Sep 2024
	

	Post-launch
	

	1. Provide IBF with all raw footages, interview recordings, original music composition and voice over recordings.

2. Service Provider to delete all materials except for final version of 50th Anniversary video which should include the IBF Logo.
	By 29 Nov 2024
	


ANNEX C – VULNERABILITY ASSESSMENT AND PENETRATION TESTING (VAPT) REQUIREMENTS
· VAPT coverage should include applications, databases, servers and network devices, as applicable.

· The Service Provider awarded for the VAPT services should be CREST certified. 

· Vulnerabilities such as outdated software, misconfigurations, and security weaknesses should be detected during the VAPT exercise.

· OWASP Top 10 web vulnerabilities such as SQL injection and cross-site scripting should also be covered.

· There should minimally two (2) scans with the identified vulnerabilities mitigated after the first scan.

· A comprehensive report on the findings, including severity and potential impacts, with clear remediation recommendations should be produced.

For Internal (IBF) Use only


Date Received:


Officer-in-charge:
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